
The New Surveillance Ecosystem: Government
Purchasing Power and Corporate Gatekeeping
Introduction
Federal agencies, particularly Customs and Border Protection (CBP) and Im-
migration and Customs Enforcement (ICE), are systematically expanding their
surveillance capabilities by purchasing vast datasets and powerful technologies
from the private sector. This “government-as-a-customer” model allows them to
bypass constitutional checks and balances traditionally associated with surveil-
lance. Simultaneously, technology giants like Apple and Google are tightening
their control over app ecosystems, removing tools that provide public oversight
of law enforcement and closing avenues for distributing alternative, privacy-
preserving software. This convergence creates a dangerous feedback loop: as
government surveillance grows more powerful and opaque, the public’s ability to
monitor and resist it is actively being dismantled.

Part 1: The Surveillance Shopping Spree
Agencies are acquiring a diverse and invasive array of tools to monitor individuals
with minimal oversight.

Mass Location & Travel Tracking

• Phone Location Data: ICE has purchased access to a tool that tracks
the locations of hundreds of millions of phones, updated daily with billions
of data points. This provides a god-mode view of population movement
without a single warrant. (Source)

• Airline Passenger Records: The U.S. government has purchased over
5 billion airline ticket records from a third-party company, giving them
warrantless access to travelers’ names, full flight itineraries, and financial
details. (Source)

• Medicaid Patient Data: A data-sharing agreement is giving ICE access
to the personal data of nearly 80 million Medicaid patients, a move currently
being challenged in court. (Source)

Physical World Monitoring

• AI Camera Networks: CBP has gained access to over 80,000 Flock AI
cameras nationwide. These cameras track license plates, vehicle models,
and locations, and have already been abused by law enforcement to track
a woman who obtained an abortion pill. (Source)

• Facial Recognition: ICE is spending millions on Clearview AI’s contro-
versial facial recognition technology, scraping billions of photos from the
public internet to identify individuals. (Source)
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https://www.404media.co/ice-to-buy-tool-that-tracks-locations-of-hundreds-of-millions-of-phones-every-day/
https://www.404media.co/airlines-sell-5-billion-plane-ticket-records-to-the-government-for-warrantless-searching/
https://www.404media.co/404-media-and-freedom-of-the-press-foundation-sue-dhs/
https://www.404media.co/cbp-had-access-to-more-than-80-000-flock-ai-cameras-nationwide/
https://www.404media.co/ice-spends-millions-on-clearview-ai-face-recognition-to-find-people-assaulting-officers/


Digital Life Intrusion

• Social Media Surveillance: ICE is building a 24/7 social media surveil-
lance team to scour platforms like Facebook, TikTok, and Instagram for
enforcement leads. (Source)

• Commercial Spyware: The U.S. is now the world’s largest investor in
commercial spyware. Agencies like ICE are using malware from vendors
like Paragon Solutions to directly compromise targets’ phones, a threat
that requires users to enable advanced protection modes on their devices.
(Source, Source 2)

Part 2: The Corporate Squeeze on Accountability
As government surveillance expands, the tools for public accountability are being
systematically removed from the platforms that dominate modern communica-
tion.

App Store as Censor

• Removing Oversight Apps: Under government pressure, both Apple
and Google have removed apps designed to track and report on the ac-
tivities of ICE agents. Apps like ICEBlock and Red Dot, which allowed
communities to share information, were de-platformed. The creators argue
this is a violation of protected speech, akin to crowdsourcing speed traps,
but the tech giants complied with government demands. (Source 1, Source
2)

The End of Sideloading & Open Distribution

• Blocking Unverified Apps: Google is implementing new rules for
Android that will block the installation of apps from developers who have
not verified their identity with Google. This poses an existential threat to
alternative app repositories like F-Droid, which are crucial for distributing
privacy-focused software and tools that may be rejected from the official
Play Store. This move centralizes Google’s control, making it nearly
impossible to distribute software that challenges the surveillance status
quo. (Source)

Conclusion & Discussion Points
We are at a critical juncture where government agencies are using taxpayer
money to buy their way around constitutional protections, while the corporate
platforms that mediate our digital lives are actively preventing the public from
holding them accountable.
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https://arstechnica.com/security/2025/10/ice-wants-to-build-a-24-7-social-media-surveillance-team/
https://www.eff.org/deeplinks/2025/09/eff-statement-ice-use-paragon-solutions-malware
https://arstechnica.com/security/2025/09/the-us-is-now-the-largest-investor-in-commercial-spyware/
https://www.theregister.com/2025/10/03/apple_iceblock/
https://www.404media.co/google-calls-ice-agents-a-vulnerable-group-removes-ice-spotting-app-red-dot/
https://www.404media.co/google-calls-ice-agents-a-vulnerable-group-removes-ice-spotting-app-red-dot/
https://www.bleepingcomputer.com/news/security/f-droid-project-threatened-by-googles-new-dev-registration-rules/


• Discussion Questions:
1. What are the long-term constitutional implications when the govern-

ment can simply buy data instead of obtaining a warrant?
2. Is the removal of accountability apps from App Stores a First Amend-

ment issue? Where is the line between platform moderation and
censorship?

3. How can we build and protect tools for public accountability in an
increasingly centralized and controlled app ecosystem?

4. What legislative or policy changes are needed to address the unregu-
lated trade of surveillance technology and data?
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